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MEMORANDUM fop the vice president 

the secretary of state 

THE SECRETARY OF THE TREASURY 

THE SECRETARY OF DEFENSE 

THF ATTORNEY GENERAL 
THE SECRETARY OF INTERIOR 

THE SECRETARY OF AGRICULTURE 

THE SECRETARY OF COMMERCE 

THE SECRETARY OF LABOR 

THE SECRETARY OF HEALTH AND HUMAN SERVICES 

?HE SECRETARY OF HOUSING AND URBAN DEVELOPMENT 

THE SECRETARY OF TRANSPORTATION ; 

THE SECPETARY OF ENERGY 

rnT^^FLLOR TO THE PRESIDENT 

. me Birector) office of management and budget 

THE DIRECTOR OF CENTRAL INTELLIGENCE 

UNITED STATES REPRESENTATIVE TO THE UNITED NATIONS 

UNITED STATES TRADE REPRESENTATIVE 

CHIEF OF STAFF TO THE PRESIDENT 

npPT TV CHTF.F OF STAFF TO THE PRESIDENT 

ASSISTANT TO THE PRESIDENT FOR POLICY DEVELOPMENT 

nTWPrTfin WHITE HOUSE MILITARY OFFICE 

CHAIRMAN \ PRESIDENT'S FOREIGN INTELLIGENCE ADVISORY 

CHAIRMAN^ PRESIDENT'S INTELLIGENCE OVERSIGHT BOARD 
CHAIRMAN COUNCIL OF ECONOMIC ADVISERS 
CHAIRMAN, COUNCIL ON ENVIRONMENTAL QUALITY 
CHAIRMAN, JOINT CHIEFS OF STAFF 

NUCLEAR REGULATORY COMMISSION 
ADMINISTRATOR, AGENCY FOR INTERNATIONAL DEVELOPMENT 
D?RE^Op! ARMS CONTROL AND DISARMAMENT AGENCY 
DIRECTOR OFFICE OF SCIENCE AND TECHNOLOGY 
ADMINISTRATOR, GENERAL SERVICES ADMINISTRATION 
DIRECTOR UNITED STATES INFORMATION AGENC- 
ADMINISTRATOR, NATIONAL AERONAUTICS AND SPACE 

administrator"? Environmental protection agency 
DIRECTOR, FFDEPAL BUREAU OF INVESTIGATION 
DIRECTOR! FEDERAL EMERGENCY MANAGEMENT AGENCY 
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DIRECTOR, 

DIRECTOR, 

DIRECTOR, 

DIRECTOR, 


NATIONAL SCIENCE FOUNDATION 
NATIONAL SECURITY AGENCY 
OFFICE OF PERSONNEL MANAGEMENT 
INFORMATION SECURITY OVERSIGHT OFFICE 


SUBJECT: 


NSDD-84: Safeguarding National Security Information 


The President has approved the attached National Security Decision 
Directive on safeguarding national security information. The 
Director of the Information Security Oversight Office sha-1 
distribute copies of the Directive to any agency not listed above 
that originates or handles national security information. 

FOR THE PRESIDENT: 



William P. Clark 


Attachment 

NSDD-84 
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THE WHITE HOUSi 

v • a z - ! \ T ” O : •• 


March 11, 1983 

National Se.cuKlty Vccltlon 
Vlfie.ct.lv £ NumbcA. 84 

Safeguarding National Security In formation 


As stated in Executive Order 12356, only that information whose 
disclosure would harm the national security interests of the , 
United States may be classified. Every effort should be made to 
declassify information that no longer requires protection in the 
interest of national security. 


At the same time, however, safeguarding against unlawful disclosures 
of properly classified information is a matter of grave concern 
and high priority for this Administration. In addition to the 
requirements set forth in Executive Order 12356, and based on the 
recommendations contained in the interdepartmental report 
forwarded by the Attorney General, I direct the following: 


1. Each agency of the Executive Branch that originates 
or handles classified information shall adopt internal procedures 
to safeguard against unlawful disclosures of classifie 
information. Such procedures shall at a minimum provide as 
follows: 


a. All persons with authorized access to classified 
information shall be required to sign a nondisclosure 
agreement as a condition of access. This requirement may 
be implemented prospectively by agencies for which the 
administrative burden of . compliance would otherwise be 
excessive. 


b All persons with authorized access to Sensitive 
Compartmented Information (SCI) shall be required to sign 
a nondisclosure agreement as a condition of access to SCI 
and other classified information. All such agreements 
must include a provision for prepublication review to 
assure deletion of SCI and other classified information. 

c. All agreements required in paragraphs l.a. and 

l.b. must be in a form determined by the Department of 
Justice to be enforceable in a civil action brought by 
the United States. The Director, Information Security 
Oversight Office (ISOO) , shall develop standardized 
forms that satisfy these requirements. - >tl 

d. Appropriate policies shall be adopted to govern 
contacts between media representatives and agency personnel, 
so as to reduce the opportunity for negligent or deliberate 
disclosures of classified information. All persons with 
authorized access to classified information shall be 
dearly apprised of the agency's policies in this regard. 
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2 Each agency of the Executive branch that originates or 
. classified information shall adopt internal procedures to 

aSSern the “porting and investigation of unauthorized disclosures of 
ITch information. Such procedures shall at a minimum provide that: 

' a. All such disclosures that the agency considers to 
, cpriouslv damaging to its mission and responsibilities 
shall be evaluated to ascertain the nature of the information 
disclosed and the extent to which it had been disseminated. 

b The agency shall conduct a preliminary internal 

investigation prior to or concurrently with seeking 
investigative assistance from other agencies. 

c. The agency shall maintain records of disclosures 
so evaluated and investigated. 

d. Agencies in the possession of classified information 
originating with. another agency shall cooperate with the 
originating agency by conducting internal investigations of 
the unauthorized disclosure of such information. 

e Persons determined by the agency to have knowingly 
_,z such disclosures or to have refused cooperation with 
investigations^of U such unauthorized disclosures will be denied 
further access to classified information and subjected to 
other administrative sanctions as appropriate. 

3 unauthorized disclosures of classified information shall 

S£Ud ^u?n^is*^u^rof =iassl?g;?nfo£tion e to 

receive investigative priority. The FBI is authorized to 
investiaate such matters as constitute potential violations of 
federal^criminal Taw, even though administrative sanctions may be 
sought instead of criminal prosecution. 

.esso; EuarsE.'srE srsx., 

s3ss,“r™?.ssursffi as arras*, u 

c The Office of Personnel Management and all departments 
and a|encies e w?th impToyees having access to classified mformation 
are directed to revise existing regulations and policies, as 
neTesiaTy? so That employees may be required to submit to polygraph 
examinations, when appropriate, in the course 

unauthorized disclosures of classified l h at aP oropriate 

such regulations shall permit an agency to decide that appro? 
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adverse consequences L^cope^tSr* 1 ^ 

circumstances^of STiSLthorix.^i.closur. ' 

ra bifoYZi y^issL-u- ^ 

not y be a fel“d m ipon to’ the exclusion of other information obtained 
during investigations. 

S The Attorney General, in consultation with the Director, 
Office* of Personnel Management , i-q-sted ^^^ecurity 

program^and^reconunend^appropriate revisions in existing Executive 

orders, regulations, and guidelines. 
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